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Introduction 

Purpose 

This document describes the steps for users that are Security Group Owners in Azure Active Directory 
(AAD) to Add and Remove Members from Security Groups. 
 

Roles and Responsibilities 

Currently, a Security Group Owner can perform the following operations.  
 

1. Add members 
2. Remove member(s) 
3. Edit details (do not perform this action) 
4. Delete group  (do not perform this action) 

 
However, security group owners shall NOT Edit Group details or Delete a Group. Editing or deleting a 
group will result in revocation of Security Group owner permissions. 

Security Group owners are responsible for completing Access Reviews. Access Reviews are performed to 
ensure that users who were invited and/or added to a group and/or application continue to need 
access. As a Security Group owner, you must complete any and all Access Review requests in a timely 
manner.  If Access Reviews are not completed in time, members will be removed from the Security 
Group and members will not be able to access DHCS applications, associated to the security group. 
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View Group Information 

1. Go to the DHCS Application Portal at https://portal.dhcs.ca.gov 

2. Click Login. 

For more detailed steps on how to login, refer to the “User Manual” 

document on the home page. 

3. On Apps Page, Click Groups tile 

NOTE:  On the Groups page, under Groups I own column, if you do 

not see any groups listed, you are not an owner of any Security 

Groups and this document does not apply to you. 

 

 

 

https://portal.dhcs.ca.gov/
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Add a Member 

1. On the Groups page, from the Groups I own column, select the group 

you want to add member(s) to 

2. On the specific security group page, click +. 

 

3. Enter the member’s Email Address and Click Add 
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4. If the member is external to DHCS, a message box is displayed. You 

can add a message in this box (Optional). 

An invitation email will be sent if the member is external to DHCS. 

If the member is internal to DHCS, an invitation email is not sent. 
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5. Returned to the Groups page. 

New member added is now listed in Group and Role is currently 

noted as Invited. 
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When a new external member is added to a Security Group, the 

member receives an invitation email with a “Get Started” link that 

appears as follows. The member selects the “Get Started” link to initiate 

the login process. 

 

Note:  Owners can only add members if the member email domain has 

been approved by DHCS. If the member email domain is not approved, 

owners receive the following error message when trying to add a 

member. To add the email domain of the member to the pre-approved 

list, contact the application support staff.  Application support contacts 

are listed on the DHCS Application Portal website, under Help. 
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Remove a Member 

1. On the Groups page, from the Groups I own column, select the group 

you want to remove member(s) from. 

2. On the specific security group page, Click … next to the Member you 

want to remove. 

3. Select Remove Member 

 

4. Remove member pop up will appear. Click Yes to Remove member. 

 

5. Once selected, Groups page will refresh 

Member removed is no longer in Group Members list. 
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Access Reviews 

1. When an Access Review is initiated, Security group owners will 

receive an email from Microsoft Azure AD 

2. Click Start Review link in email from Microsoft Azure 
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Note:  You can go to the Access Review area from the MyApps page. 

When an Access Reviews is in progress, a tile labeled Access reviews is 

displayed on the right side of the MyApps page. If the tile isn't visible, 

there are no access reviews to perform and no action is needed at this 

time. 

 

3. Click Begin Review 

4. If review is for multiple users, the following will display. 

Click Recommended Action (Approve, Deny, Don’t Know) 
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5. Enter Reason for Recommendation Action and Click Save 

 
 

YOU HAVE SUCCESSFULLY COMPLETED THE GROUP ACCESS REVIEW 
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Below is an example of a follow up email sent by Microsoft Azure when 

access review(s) are still outstanding. 
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